R H = (sole
‘. o ) lowis

P

)

N

(40lladys) 095 Jlunosi = (s 9 95 9 Suapww 9 4132

0 Oy Malligar 8155 G98> 13 Jsl&ke Cuno yoxo usld
SISl gy gl i S (6yReS A doguase

33 (Mollipm (65845 (3193 CunMao oy 30 9 jaloni Coolis dlio 4y (5 pualw dlos
FY ol 43 (Faww,
slbMo 035 Juzoums! iy 485

U) (288 Lowy315 islyd 43 o] SRR, g (6585 ol 41 HaeCumel 3,559,
Y (2u0xio YT g dwilyd eyl pl (6588 gis 1 ST
ooline Mot 585 _ adle ol o

3l digo 53 (slholl ot (85845 SWBOIEID dolimwlus! 53 puiy Gods pllas HuiTs

o) plas!
192080 kb yele i85

098 g (30 (y9il8 4 ST b)) 6,08 e 500 3D Lcamid (S AID03 (61D phans
Wy (o y2 yors 9 Conw 1y 2 OUlg2 99 9 (15395 51 Calos
il e ol @A oG ety st s 65

Y0) 2190 ot 3955 U (63845 Alsliio g (g puSning 3D (Mol s Sololadl

PP | KVESERC SR SO PE S S A CNp P




WA 295 Jluos Ve Bylasd e ouslidipyn g i Goi> (glodmghy dloro

WA/ VIV 25 s duyls YRS/ VIVY 2 gm0y gyl SO-FY doxi

O30

e

[=]:
http://jcle.sdil.ac.iv/article_58376.html

w3y § 39l Sl Ao @ (5 pwlw o>
T & Fowwy 30 Mdlom 545 90 N

¥ e 0813 furows! giu 557

oS>

bl jobo Colir 4 (S Mol 658 (lod gl Mo dlex |
a3 55lm8 clis 51 iy el (656 olord Aol coguas (glal >
23 45l b a5 58 90 dsliasll (slacs Sl g ol 4 p o al iy 5 292 00t
SRS Ol delilul ) Ko Aosle CJB YN Jlo 3 p i ol oy ol
@ lo)lal jo5 e 2 iy 53 ASl 252y b .28)S )13 gl 3y90 (Malli
aag Ll oMo o (lgie o due i 4 Jy Cosl i gyl S >
Olos 4 AV Jlw og0s zoome YWY doliahad o 4l doliwlul (4o 4
el 2 b OMes puily 4l sl e85 s 3 sl colix
S il 4 oo SMan @650 0 8 ) 3)90 jolxs ol
solos colis ailin] Cis 53 il oduw) jobs Colis 3E0 3590 53 L5 3590
Sz 3-89 (gl cdly JHllipm B> 2ol (n s a8 Glyie
g elosl J ualion Baas 35 Sgien 6yl SMo> S350 45 (g3]3l 9l
S sl gllae g o Jalli i S LAB 4 i o Al s
ASis) dg g L il o> Yomna 6yl Sloo 3)98 55 pol eyl ] 4zl
5295 90 (Mol (6585 (lord cpdo B 1) (gymlo o> 5o
gy g > Lacded 38lg5 o oy oy oo S5 4 (Jg 2 )15 ()
SLaS parass g job Colia (ogad 3 gmle CMes & baype dlal (35
o > o L biye clac5deiss g oo 0o 4 bgryo Jluno 2 051
28l Melloyw 6548

olEld oy g 3blans snly oMl Sl oltils (ol o8> (sl Sy
Email: parastou.esmailzadeh@yahoo.com

\al



ATV Ve qulidp g [z G lelagly ale Al

o jlgunds’
d).mf @9}*@ ‘glLoJIQﬁ Lg)mf O‘%J s)'gl?d' ‘d)ﬁlw YIRS

doddlo

295 Sl jl gt dboye 3y 55 ol & baje (Bsis cole (s3dess cdyty b
28 3 J929 g (395,53 el ol o bgye slaylil g (5995 Joo g oo
e 5 delyd Liam & (5320 & Conl 03 dlogyo (slmojon 53 55 o ple coslite
o=l slaodlatulegus Sl 655l 9 LS mali 53 (23l 5 (29Kl 4 2B asiS
S99 4 walodds axlge b 13l cla Sl yd a5 olacs pin dles 5l ditus b i
aS symlo SMon .l 039 syl SMos (6,5 S )] @5 0 gyl sLad el
) Lad ol gl o529 4151 S8 98 oo plad il po (5599555 iy 0
cllollone 5 (51 (slrojon )3 dbgiye e g aslsh i sl cely g 03,5 (55,50
Olo=s an (gymlw byl sl odlitul § (g pmlo O Jladlpo Bot> )5 ) wilonds
Hllo B> S9290 aelsh B 5> Mas Wl Coplo (o) 4 s el 2
o 09l ol & sl (Mollie (loanles Slasi] 59 Vgans 45l & 2355 b ilons
G 5 Slimleo (i SLinl (gl Ledl ilod pas g gy Cuoglio L g 950
wesad (nl 3 By g gy AgSym S 4 Colis b pizren 9 Ml oo g Jlalliye
o b ol Plus Gllail j> (glo)le x> slo)lSal) sl 3529 4 (35 nolej s
Hollogm Bo-i> )3 sl o> 4y @2l &5 Slegdge Sl (o Sloged (Bl 39250
Moo (LSl (2 5 o5 Colis Lozl > CMas Sl llail 255 o 2 skae
g0 Ol syt an ol adlie ) Canlgdl 4y (S )3 Ml 58S Gl
2 b i b gl Colis plgis 4 Al oo (s ule OMes LI 45 CED ) maales
o ol adlie Jol Cuand )3 3 b S )8 (S 090 (Mol (6585 ol
jobos el an (S 5 Al a8 pled oMo g 5ol colis iy e
h Mes o] Sloguas 5 03903 Ly poi | (6 ymlo Mo pgd Cannd 13 5 b0
€959 el 9 syl Mo 55 dllie pou Coond )3 a3 o )18 oS g 4525 390
o 9= ol o)l ) (llallons (6588l cp Mo g sl )3 ol colia
w30 )l)8



Fo e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

Ol 4 (Soamy 50 Mollers 6585 Glg0 Cumdlo g jalw Colia iy yai -

jol ol iy ya5 -V
9 S5 SLaolsil bug o ade p2d plgie o )b oyl sl ol el
Lo g g9 ccsiluodlel ccinyanliyy olsie & por ool (85 )15 S 5,50 3)90 655
Sliaas b cladlyg o Mol o liales (28 10 Kin b 5 diljgbrie S i luloly 4
4o dg2 0dd Ly 5 g slean G5 (63,8 (685 Cudghune joSde Ly )3 g0 Ly
Jos o pLox slys S o ailogi b gy 13 855 ol pe il iy o8 (559
03,5 o Al jgloxie

J=B cblaiwl g cul oads pMel ggian jo5 4 Juwgd 5 jodio ¥ odlo ¥ ul b sillas
Lo flgie a4 b g ol (glyous 3955 L b jauiio DY 4 YA dlgo b sllas odlo (ol Jlos!
L1y 555 i slacudgione sogas modme VAV puolod VF dolialad Liliie 4 caul g0
A Jwg 4 39 e jolod jeShe dslialad b illas cCuwl 00y s el (g piiin Codlads
45 35S e e dslishd (ol (585 ddllas b 1) Al oo (s e (slog s
3965 Oy & (pWaiges 3l asludad oyl (i 5o 4l Blis § cuslacdys pr o] coypone
loaigas cpl dlox 51l (i SloSin (g g8y 4 jl ColSe (Kot 45 03505 5
G 5l > So i (595 Ghlier 3 (9o 4 9> S e slag s w2les
gy Bob 5l 5N ey Jolgw 9 p0ls (195 d9dus 5 50> o> e (slag
Iy ailodne dlon 5olod Gy yai 53 3o ysSiho daliahad ¥ oole ¥ iy )3 il o prbuse
Lo als logys @ alax b L lon o by o) ol (it (S lage 4y S

dolizlad ol 3> 5olod cAld 0yg0 j0 Al S o > S slor sla Bl s by

g ) S JB sladgein) y5Sho daliah )3 (g 3,15 dg2g a5 Bl L
0035 0)al 48 ja bolan joie dolikad 53 451 sl 030 gl i o5

1. Kai Ambos, “The Crime of Aggression after Kampala,” German Year Book of
International Law 53 (2010): 463-510.

2. Article 3 of the General Assembly’s Resolution, 3314 (XXIX), 1974.

3. Carsten Stahn and Goran Sluiter, The Emerging Practice of the International Criminal
Court, Legal Aspects of International Organization (Leiden: Martinus NIJFOFF Publisher,
2009), Vol. 48, 713.

Stephen Dycus, “Congress’s Role in Cyber Warfare,” Journal of National Security Law &
Policy 4:155 (2010): 713.



ATV Ve qulidp g [z G lelagly ale 4

390 Bdlas (090 zel> 4 HoShe doliakad ¥ odle  Jg Cuwl 0 o)Ll st oK
Ol 75 )95 e daliadad g jguide ) gy dlge 5148 e o)Ll 395 (B o3le 3 7y
dilen Col Ko g8y ol ol jolog Colis i ) 45 0,5 oo blizl a9
aS ol o Loy (Spol o8 Jos 590 ¢ VATY Jlo dolidbls b sollae 48 asc]
T e plosl s cdgs ale cdgs S

aeliddly 4y ) gl sl jolos cole cin e diiiy S e i )
"o VAT Jl 3 ol dles 51 sl 5948 Cuin o 45 gl iy ey
il e 48 Canl S35 @SS 5l (MY VY AYAR (gunls) V33,5 oy L At
45 jolos cliz 59,5 o0 gy (Ml Clghuns cage a5 w555l > e
CoxMo Jlosl 3)lgo adox 5l g 0l azsly Jlos 4 Wl 1y 3181 ()25 Culgune
A Pl glas el (Malliops (6508 lesd

Ol G 2 g jela ol 4 (Saww) 0 (Mallims 65 (g0 caxdlo -~
£
A doie o lojle eges gezme prowal 4 o ol (65857 (900 Ll go b

4SS lasbwlal 7y b 5l Ll L U )8 puounal gosre oy )0 a5 33,5 10,0 VAAF Jlu
Syl (Mol 655 03 S Gl 4 393 031 ] Lol oy Bois ygmameS

il g ol 55 50 10lad) o/ oMol opptor 5 Aoz 5585 Sl e N Glonsl ¥
DY Jgl ol DYVA e )5 jaal ylsg

Lol 3 45 5 e ilngy i) oD e gl bl ol 5l 539 ke 198 i oyl
(E99 pealex

Al jolomte el 03,5 ydlie Jod lalidl 51 (S 4 Tl a8 9o sdaleo ol ¥ odlo b illae 5
o8 Ay 4 )0 cSlon S ol J)8 wa g 2y90 Y 500 cllon 4 S Mel ) 5 0
Slo5 Aoy 4y 5> cSlan Sl b 5 S1o & alas X 115l 03,55 Kiz Vel 452) Jy el
Lo olgw gl o oo 0 polme 40 ¥ 0l 03,5 Siz Mol &Sl gy alsm b5 o b s
CSlao S 5 0000,8 LSl ol SB jo a8 s gladind 4 Saelus D 500 clos > ol
90 Lol dgmg L dgs S 0 clos @lolidl dlsal 5l glial by wlools )3 oalos 590 1) )50
olos b ©adles 49530 Sl ygr50 grhune (sloditind (13905 pg e sl 0ad &Bly w2les 390 &5

MY I Jol Ols (IYAR (K )bl <o)l jo3) (088 Moo G58> (s lg dllyad Y



14 e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

Lo Yo WV 3 Tles b ol )3 39390 cloolS s 5 bacilbes plad 339 b 235
G ) 5 gl py e 53 (o3 lellim S s sl sl slaclinll VAAA
A5 ol Ve ¥ Jlo Ye )
CuxMos oS Cunl quoﬂuu J%J ks ol Jb jo 4 O:,J?l uJJ.oJluu S S d‘%J
SraS ey CanMo ¢)lged (pl doliwlal b mllas 5yl 1y Mol o walp> 4 (Sauw,
il o cdiiwd obsl g olual BB &S ol o il 4 dgaome el
ol @ Gyt ade b &3S sl 3 515 e coMo cos &S Ll
00 iy o5 5 (e olisslil )3 a0 Jol oy e il o gl culin g (S
2 sglo colis (b H8 & asie Jlo ol el (glygd (slacl (pl 299 b .l
le jomiiin widn b Ly illas 15 azslss bl el (i olssd con Mo
Lol ot 5 55bom 5l S sde 5 Mallom el 5 o g)8 9 Lk diglog i
hlesl )38y 4y Lles g ol wils (slasl ofag 4 cutel (g 5 592 el (sly98
Sy 3o sl 3 o (blas pae plp > Toadl el (68 e 4 355
a0y 003 M1 el §) iU & Loguas a5 olaysiS sy o Ui 395 1 Coptel
P e o=l BS HE Jged ot p W2 03,8 408 Bl 3 & lacundg S
Galisen solSayd e Jobs bl jebate 4 55,8 o aST 5 (ylidl gy cun Mo
o3le b illae Tl cjsl & bgiye b 0 (S 13 old oMo 390 53 by
Sl cin i (g 1005 )11y (lons 4 p 2l 4 (Siowsy ceo Mo ) dslill
s9low Colis Dyge 50 e Jos oMo Jlosl ciss o P JoS g0 oai] 4y jobos
g aiaon lej o ol bl (s g Sl Colin iy 4 bgie a5l 4 42 b

QI)L.:"J.S] :Ol){j) L;/JZ:.S uj}” Jeo> g u“’L‘C)“ ).91.: A do> 5 ‘uao/bud).o.d/u@) s PL‘.J:’.ﬁ A
FE-¥Y Jol ls (IYAY (S
9. Genocide.
10. Crimes against Humanity.
11. War Crimes.
12. Aggression.

Jol Gl WA (s ailagls oyl : ol o3) (Aol o (5857 508> o6 Bl i dlgdamo NV
YA 4 YY
14. Benjamin N. Schiff, Building the International Criminal Court (New York: Cambridge
University Press, 2008), 74.

15. Leila Nadya Sadat, “The International Criminal Court: Past, Present and Future,”
Washington University Global Studies Law Review 12 (3) (2013): 410.



ATV Ve qulidp g [z G lelagly ale e

bl w2 il g5 ol o (S 3 Glos @ Jlo cdn jlhaw aslilul 6555k
5 sl i & gl ol €S lgien aly 3 kil At oMo
9> 3 Lacdsd ey (glondaidply ooy Yyl 1pnj 008 Cguee acdyd (gl
el slygi LT sl o gn (85 g L )15 3925 o ) o Jlallon
wbisle g onii Juols a5 b il il 9l Culis 585 et 53 (2B (nliss
2 i Jlo lojls Coial gyt o (Spgo 3 N3y oide (pl p pdn Egd90 Ol
eyl s @ Slge |y ol & (S wles Ll ]y jolos colis g5y (ol o090
55 55 48 ed,F IS T aisie Jdo yeiie YR ool (gl y3 oS5 )
39 (Mellim 6588 Olgnd dolslul iy pogad )3 56 Sl Boi> (gmneS
el s 58T
5 398 Calix Gy 3y50 53 3l sl Jlo (b bcdsd (S poge 4 a25i L
03 cilises o003 93 4 lgiee ol 4 (St 290 )3 lellon (6,88 e Mo
o laite 08 o)Ll iy o i &5 sblen gl o0 (Bl cund o9t
1ot CoxMo o o jodio j 4SS b &S ol Ctal (5190 gt slacdgs
colis jlhaloyee 0 ped 05D j0 .ab o jobow culis jlal o (g lass] oMo
Oygo 3 oS 390 43S a5 (gylaxl 4 g adgl Cn Mo el ly9 sl ol
Rl mle sl 4 (S plue 3> Ol sl il glpd CcansS 5 GgSs
3 b Linle jalog ogaas 53 o po5 &l oy pis i 1 395 n 03y

16. Dormant Jurisdiction.

17. Malcolm D. Evans, International Law (New York: Oxford University Press, 2010), 3" Eq,
774

18. Marlies Glasius, The International Criminal Court A global Civil Society Achievement
(New York: Routledge Taylor & Francis Group, 2006), 62.
Matthias Schuster, “The Rome Statute and the Crim of Aggression: A Gordian Knot in
Search of a Sword,” Criminal Law Forum 14 (2003): 35-39.

oo Jree Lo (Al o adde g 69550 3929 Cual (g9 )30 o 03lo ol Y+
el Cuiel g pdio oalel b Lads (gl oS 8,5 saled proual b 2g0d dalgn oladuogs g 51yl
€9 @l LLFY 9 FY blge 3do  Slolil an o
21. Draft Statute for an International Criminal Court with Commentaries, Report of the
International Law Commission on the Work of its Forty-sixth Session, 1994, 44, Accessed

October 15, 2016,
http://legal.un.org/ilc/texts/instruments/english/commentaries/7_4_1994.pdf.

o 0) (Hr 588" o oliwlo] g3 13) (Mot (5865 5 o 5uto)d ot Lol XY
4—


http://legal.un.org/ilc/texts/instruments/english/commentaries/7_4_1994.pdf

fa e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

5 Csial (glyads cayllsg o Lo yids b byl o acdsd a5 g owlol awlow sl il
souiio 5 (Modl o ol 5 o (51484 g Laas L bl 0 o flojle sla )51 Ko
0S5 el (glygs aSi) 4y dngi bty oo a5y il ,K0uSs b dote Lo lojls
Lo )18 3005 Jlos! 51 oSy ol Conl odly L o)l 5 Conl e Jlo ylojls  owbiw
Wl 0355 ygmae it W51 lasl las & cuiel (o o Ll &S les S5
SyS Olod Byl ©las 5l (S jolos colir jlal gl Cansg cn e
sl el
Shos g aS 0008 5y b0 Ml (6508 e doliwlul & odlo b 5illas
WYY 5 WYY dlgo b sollae (gloyyie aS" S o Jlasl jolos colis dyg0 0 1y 265 Cun Mo
o ol 389 45 ailpd 9 93,5 g jolos Colr iy (ogad 5 ol dsliusll
O ygb Al 5l Jlo it 53 dbgiye Clyie b (b Sloyyie iz pSe
Slgice cwl Gl coxMo 3 & (il 1 S i 4 jabs ol (1908 Cgune
o=l = 5 de 098 G (Mol o dxols oS5 50 paa pl Caenl snias lis J8las
o=l &S A8 o e s ol lad CunMo )3 pya cpl (988 Cijgo 3 dm O ygo
Y . <l .
S 480 S ) Slodke GgreeS (slaslialad carge 4y py il 05 j5laie s
Jlosl bayly g p > of oaimd St jolie (e (g8 iy o) 2 G
i L5 Jol (oMl Ve o) 1Y sla o (b joS0e jammeS D90 le3d cun Do
Cild a9 Lacdey o a5 (glod s cldaicddMis] s 4 Jg ol LSis 1y 245

OFY 9 OF IYVA o)l jg0l )l59 o)Ll g Cl> 850
23. Roger S. Clark, “The Crime of Aggression and the International Criminal Court”, Edited
by José Doria Hans-Peter Gasser M. Cherif Bassiouni, The Legal Regime of the
International Criminal Court, Essays in Honor of Professor Igor Blishchenko, Martinus
NIJHOFF Publisher Claus Kreb, Leonie von Holtzendorff, “The Kampala Compromise on

the Crime of Aggression” (Leiden: Journal of International Criminal Justice, 2010), 663.

Larry May, Aggression and Crimes Against Peace (New York: Cambridge University
Press, 2008), 227.

gl ol )il oy 05) (Mol g (6085 Gl Cun Mo ¢ amlords gy 1SS iy adllas (gl YO
YA Jsl Ol (MM (JSis



ATV Ve qulidp g [z G lelagly ale >

s pogas ol 53 03 (6515 09,5 Al b s Juols lacnis oyl ) (slaonss
S ashl y LaasMool il glacgommo VorA L VoY Jlow jlsasie cluds JSis
39t (so9es oo VAVY JLo TV dolialad )3 jolod iy poit o (Slie po5'de (slan Mol
DialS (aergs S8 as L) jolog colis goBy edgamme (oolgidy slaandol Js
sl cogual 3)50 Vo Vo Jlo 10 YIS (6,550 (il oSy Mol pl o o
Aodls N us B (o jeSie slpiudy .cd)5 )18 Jodl o (6508 e doliwlul guae
L 5Lelasilmoslal «sioytabp 1) 39l colis o dlollipm (6588 g daliwlal ) SCo
Pl (os ol b S Jlosl Cundse )3 & (pasid lawgs a5l (o ]2
DA Moyt 5 Gl ynls dbawly 43 Jos o] 930 )18 gy S ol b ol
Jeos 5)So A osle ¥ iy delsl )3 .08 o Ly g o oguaame e Jlo jguiiio 5000
Copoled (oSl tile e (slag p jl cdgd Sy onlimal 1) ) iy 53 )58 A1 55l05
doie Jo joiie Ly S (65503 05 o a4 b 500 g3 gl Ml b (inojpe
JLw YV aolishad ;3 700 3uokas joSdo odlo sl )3 .35 oyl o Wil 5Ll
3 Saule lacczn .l odd 0dyl wljglxio Jlasl flgis 4 oges oo VAVF
295 3 dliiwl Cpegion (g2 HAE 45 jolod Cpsgine o L)l o) e YW
Ll o g o Sy 2,81 48] (gjgls colin b ol 5 29 00 ogune
Vs b S
G 9 el (350 93 4 Ol o0 |y p) delilul 5)Se Aodle )3 ol iy yas
S5 aljglonie Jos Sy & Js 53 oo cobis i pgd isu s aljsloxie Jos ol
52,8 a8l (gl A o 38505 381 (6588 Cudghuns y jolo ol cgd (L8,
559l shumlion yoS e andd )3 latl 5,5 4118 Cuded 3)90 jolod Colix QIS sl
Jros cpy doliaslal )So A odle ¥ iy oyt 4y argi L Bl dgy g8y & g il
L a8 1y olil ) m oyl S 51 oiblyiad 0h clian] &S (63 Mo 4 39a5xe &iLS 5ol

YEA (g e ommnlogle Y
dye 1 089) (et 4SSl 00 gl Culln 4 Sk o yio Sk dellie Y
Yo (WY caip oS Sl g yn  Sinyd
28. The Act of Aggression.

29. Matthew Gillett, “The Anatomy of an International Crime: Aggression at the International
Criminal Court,” International Criminal Law Review 13: 4 (2013): 836.



O e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

Golias 0 By bl g aad o 1,8 an gl 0yg0 ) Al atil cigle e Jlo guiio
WS 05 (g pa g @olr |y Alljglonie Jloel gt 4y 0 55
eSS aslwlul (K551 ekt 4y YLolS 53 Yo ) oy oS sl ,aS
S5 O3> (S e Mo 5 403903 3551 ol Coliz g dljglte Jos iy yas
ol (Fomdge Cuiel Slygd & (Syge pd (> ogill b 4]y 55 0e oy 4 (ldliye
Con Mo 45 85 myaad 00 S S 15 slacdes b S i, wylass gyl g
Lol 32Y mromad (Sl y VOV gl V5l gy (G20 B p 2 ol 0 (S 5 ol
Al dgdome p i (nl 4 (S 53 (lewd S Mo 55 5e5de ) Sl (g 00,5
Lacdgy (sl sl pais adsd 4 cuns lasd canMo i Jlasl jolaio 4 145
JoB s g guae a8 e ygdS A Cans lgd cun o ] allae 45 3,15 3459
38 Ol co Mo 385 (iluJld asliy & bgype colie ogad )3 bl el (b S
doliwlul 3550 13 YLolS (6,555L el dygno b illae | 3)l5 3939 o0l oyl
2 g (Sbdyd CBleie paad bawgs 85 (oot > Bro (Mol 658 ol
00 ol 4o e8)S daled J1E led cun Mo edgize jd g 0 Ml YV e
A (g Mo 3 WL g £989 4 VWY Jlo | J3 U &S (55l al >
S Je8 b g cugual YoV Jlo 5l L8 1) dbgs o oMol Jlaj 550 jguiS ¥e ST >
3)90 (Slise &5 (9S50 S plol (ol Cutal (gl & (Sh50 53 50> S)b
WSS Jod b g cugad |y adlod] e (slaysiS 5l (o ST oS canl (ol 0,5 1,8 aa g5
o ol et L dgd oo Jlosl gy ] Blie )3 jolow iz 3)90 13 (s Mo
2ol yob 4 b o gy ol 4S5l L g s Jleel BB Liblie 3 ol cos Mo
WY osle & 0 U sillas sl pYel las Mo Jlos! 5 1) 598 Ll pae
el odal Bl 13 a8 ey 3y50 3 1y 395 Can Mo b od lgd Ak 03,55

30. Sean D. Murphy, The Crime of Aggression at the ICC, Oxford Handbook of the Use of
Force in International Law (New York, Marc Weller, ed., Oxford University Press, 2015),
533, 534.

31. lbid, 17, 18.



ATV Ve qulidp g [z G lelagly ale o

Jlosl diugy £38g a1 ol 2 p 2 & )5So Clg (o b 450 9> gl & s
2 Olgd Mo 350 13 85 Sl 4 drgi b 05 oo dlinMe i ol 4l
Algiees (Kon ml 2 (nl (eSS pe Canl 48513 38195 390 jolo Culiz 4 (S

S )18 AsSloxe g el 3)90

Gl O Gluoguas g 25 -V

Srnlw SMos iy 1Y
B9 B> «Mllomn aaw )3 @olor 0059y (S5 4 (ngh STIFSS 8 2)ly L
J51s 50 ol sliad a8 job lon .l sl 3l o e pivg weS0) 1 5 S
3 LasT 5l e ymln maly olgie b aS wlys 5l e glgl el Sgmg 0 el Lo jguiS
o L ds g ol clad el 549 as wn odl o pdaw 53 canl 00 3945 oo
Cowl 00 el ] (5l SMa> & Jwwgi LQJ dlos 5l &5 Lad u:l B Lmobl.éb»lsw
Oglie Al Ly g 488 IS8 e slad (pl b sllail ) (Sglisie aloyore (pglis oS
8 Jelos 5 4325 g oy D90 b SLad I (650 b g Cglite ASS 4 dg2ge
Sldes Gl o |y O 3501 Jg 5,105 3955 (5l SMes 51 (galy (o y25 15,8
5 Lo onals 13 Sgng0 oMbl Py 55 5 U35 ¢ o5 o IS sl 4 dge iy
Gl SMon 855 o (6 snolS SbaSid 5 s FanalS 355 L (6 auels claaSid
33 IMS] sbomyl 51 aiil o Mas ) A3l 1555  Solite Cind 5 o ) Al o
lapis 4s (gyole OMas U i 9 b yianolS 13 39550 CleMbl &y o ywd
5 Jon & bgrye (sl (o i sy Ko (o8l (et byl oy
Slgi e y95 ke (St I oIS 50 4 J5e (gl dlos Al juite gD 08 9 i

32. Disrupt.

33. Deny.

34. Degrade.

35. Destroy.

36. Sophie Charlotte Pank, What is the Scope of Legal Self-Defense in International Law?,
Aarhus Denmark, Juridik Institut, Jus Ad Bellum with a Special View to New Frontier for
Self-Defense, RETTID, Specialeafhandling 19,
http://law.au.dk/fileadmin/Jura/dokumenter/forskning/rettid/Afh_2014/afh19-2014.pdf,
Visited on 15 March 2016, 2014, 7, 8.



oy e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

O palai b g balaglan )58 el Mlgice J& 5 Joo 4 by o (slapiun 5 laaSd
Mo oyl €S g oo 385 Soyo] Glodd 4 (pulo dles 3590 0 b g 395 L, llad
M xs bl O as gyls 5 bt 505 5 sl Cunl (S

S5 aly p> wlons axlge Ll b 3 (ola Jlo ) g a8 (¢ ymlo Mo goBg
2 Sl 4 G pple OMes o OMes $9501 L Iacdgs (193855, arlge sl 65k
Jbo 3 oSl (g g Ll e e A Jlo )3 (b 574 (6 polo OHes -V Lo
L Lactgs o Mes 6650l 5 1503 (6 ks § (i &8 55 41 (6 prlas Ve ¥+ -
Mo > b g SMan Sl L 1) cdgs 938l3g) (29)ksy 9o Wload xlse L]
WS (o0 S5y D syl

Gl o> Sloeogas —Y-¥
A4S ol ol bils 05,5 0,31 Wl 4y 358 55 45 (6 ymbe SMos Yogane &S lhuogas
L g ol ollas olyl as 3108 Lo sbmyl 5 1y ool Lo y3 MBI ]
EMan (y il Ll e 59 3 sl SMan BT s ) Wl 55 S
A tgie 4 ain (o dos ] Ngdin 4130 gl L Vgons by o5 gyl
o)l Gloss 55 5 slailuy @lio o (SSb (gl I a9 0 odlatwl ) JMS]
Cewl cpl Gymle OMos [ 500 Gluogad dlas | 0gd o lilSg s & cgd bawgs
Cod a8 (Jlo )3 Bdigm o £989 4 (28 LS5k bawg il gl Oes oS
(S 50 Ly b8 85 ol o] e Sl i L 3lan (535 15 s
Lol Ly 4 (4l @Mes Sl Yans (£ pmbes Son 53 ¢ sl 48,5 &0
Tl lais s a1 dpdy e )y
Gl OMas 5 T e 1 b died e b Yoame (6 pmbe &os |
Clpl e (Jb 33,5 o0 )18 Ban 390 4B b (65500l s (S5 2 i
=4S (03y0 9 )l Jolo 48 5118 B 350 s b & (bl 2 ponibiane

37. Jay P. Kesan and Carol M. Hayes, “Mitigative Counterstriking: Self-Defense and
Deterrence in Cyberspace,” Harvard Journal of Law and Technology 25(2) (2012), 445.

38. Keven L. Miller, “The Kampala Compromise and Cyberattacks: Can There be an
International Crime of Cyber-Aggression?,” Southern California Interdisciplinary Law
Journal 23 (2014): 227-229.

39. Direct and Indirect Effects.

40. Dycus, op.cit., 163.



ATV Ve qulidp g [z G lelagly ale o

ool s 4 ol 3l o paitune 1090 o yall wilod,S AT g o
Voane osinn Syl iz (g 3393 Lagiaunns (951 (o nsd 3 5 3lael eploca
3 3035 g ity Ygoms (6 yulw Mo e Sl il o pycatS
b el ados jlam 0 55 1 A ates 39505 jlley 1) My eadltans O3]
3o odn )3 NS o S syl e 390 loniitns &5 s &1 (Sl jcn]
a9l paiine ST 5 oS 5 Pt slow 6 pmle Ces mulitne pe Ol 31 >
Wyl epincaiS p cubls &S 6ol OMes puiiiue Sl S 1 5 diiwd SMas
Sl ] asy alos 1 S adyl cdls 4y o)y 4 Yoane & Mes () waians . 1
o A8l oo 5 4258 BB (olaiBl glasaly Jold lgs oo (6l S s s
LT 4l amd o y3 5l cov conl 48,5 )15 ¢ yuls OMox D90 a8 1y 9> Lias
2 =55 @ Sl Oles GL)8 )9dS L a5 (6,500 (sl ygulS 4 Al oo SMes (i
Mo b eS8y b g oS S a5 g0 50 4l Blas I8 15b 5 aies b))

olojod 9 Sl dipimyy (LS (ogas (oS ol phasms yradi 295 d2lge (b
= Syl OMes 3 oy Dl o 1y SheS )] @yad 55 bl ousplonl Mo
Wled s pbsl ols Slej 0 1) cere ©lolu8l sl o &S 55 o il ol,l8 LS,
slab 3 el el gasgo ol 9 3,135 oyl (SOb slalawd b g ol cilsy
2 Syl O Sl 3l g ol g o Lad pl & )8 8K slasel pas ¢ yolu
o (e 1 (B2 oS (5550 4 Al oo B s clag o b auglis
oo 4 393 Lo 1) (0500 sl SBT Mlgi oo s ymle Sas8 dles S (> oS At
Sl lates Law a8 sl Sl e aiilys go (s b o yseo BT ol sl ansls
45655 AH il el g g i 4 do i b dilodus (slalos lais 4 Wlg7 o
oyl )3 ..»9_,;su_p dydlay Jb g ol alhlus slpl & piie g pmlo &M
Ll b b Mas 5 bacdgs a8 131 05,8 0,Lal Ll &y 358 )3 45 (6l Vo>
bedsd 4 (g mlo OMes 5l Bua 5 Canl puiins e SISl g5 5 el W) )1 gy

41. Kesan & Hayes, op.cit., 431.

42. lbid, 431, 432.

43. Knut Dormann, “Applicability of the Additional Protocols to Computer Network Attacks”,
Stockholm, International Expert Conference on Computer Network Attacks and the
Applicability of International Humanitarian Law, Published online by International
Committee of the Red Cross, Accessed September 11, 2016,
https://www.icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf, (2004): 2, 3.



00 e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

aslys |y o 5l B Cunsg 4 cuiS5h cubld sy 4 S cul o5 b 4miliS by
Ak

)8l dad Lad pl 390 ywyiwd 1O 5 (gynle SMes Cunle 4 dngi b Sod By ]
o Opbee 2l latja b g o8 SUSl il )Ll 1o b aslgice plear pwl w2
E995 a3l o Jlo 0 &S pa (gpole EMes ke acdgs ade (6 0l s
S cpl 31 S (Sed Cdpdy Ohgo liws )T kS &S SMes dles I ol disgy
T 45 Adg Al Gygeo yeulS ol SB 2B 5l obil bwg SMes opl &S
Oy e 3l edS ol e cits j0 il old (eoled g lojle b eutiius bLS))
LLd S ol diild olpad 4y 095 b Lad pl &S sl ogad jolw (clas 1o )y
Lngtle U el 5 b ol el 2529 & 51 8 5 85 3503 o3l s & o
lowlon Cuio )3 s sla 6590iST ool > gy 00iis anlge dinej (il o poliie
o ydS Sy sbjye (95 (bl (e BB Copiy 4l dg2g L a bad e
b dy Lad ol 4 Slosl jlaiius cglite pule slad b buale Jg 25550 3¢
J=B () Spdye Spgo LaS ()3 oS w (Mes Cuns oalie LB ugele
Ly bygiiS cpo (i slajye biow Lad oyl Cids )0 diiud ol 5 (aseis
0350 gyt J Lol oy Bod> 0595 40 jyo 5l 1) Tolite pablae aSdy 03,5 anlse ills
S ol ol 5 eyl Mes &S (6,503 50 Slaoguas dlas jl gdly 3 7l
aSlan aag L hoj S oo yge (9o e (KL bwg el O 45655
5 Sl 4 cymls SMes 3590 )3 o3liwl )90 Jslwg g I3l ¢ iw (slagDo (uSep
Sy Lol )03 9 Kir 39> 4 byrpe (i manlie (56555 el yulu Lad
Lol 0 JJ“’JlL)""

Iy olawsn £589 4 e 10 (ool Gad b &S g ol OMes Slusgad dles |l

1SSy dallles (gly FF
Wolff Heintschel von Heinegg, Legal Implications of Territorial Sovereignty in
Cyberspace, (4th International Conference on Cyber Conflict, NATO CCD COE
Publications, Tallinn, Accessed October, 2016, 2012,
https://ccdcoe.org/sites/default/files/multimedia/pdf/1_1_von_Heinegg_Legallmplications
OfTerritorialSovereigntyInCyberspace.pdf.



ATV Ve qulidp g [z G lelagly ale il

753 @)lee a0 Pged ol Jlpal (S w55 L g Spe il olyen 4 (lyicas
el S0gn e £989 4 Lac gy e (b5 cwlby g cud L &S (gymbe >
L b g a8 assl mis o aims o 5,8 Gan 3590 1 byl Sl clacdloy;
6950 25 g it 13,05 55 oS kb 1 4 Mkt (ol S e g o dalge ]
Sl Koo pleie 4 &5 cul yulo SMes | Jan g S s Sl 4 SMes
Aile ety Sl g 5l Wl 55 Vb Gl b (pmle Ma> 3529 (ol L g o (A5
o gy Sy JU3 3 lages Jelli o> b silan o 6552 503 )b |l
5 Syl Gl OMas dlox 1 531 gyl oS> S92 (al b Jg 2 diee
o b Moo Wil oo Lo oS 0ol (Ui oSl (g g sobowen § (b S
381 gloas Moo plosl sl p3¥ lies (ol H13 L3 2 b 035 (b1,
A plool [S0d elacdgs alde |y (o pnlo Mos U] Al 1 5 03905 pal 35 1, oole
le ekl Lyl dlas 1 4 jolo glid losguas 4 dagi b oy 103 ol 4
lacss e talss o oS |, s g 03503 odlitl L o) 5| ] S siS ales
Colid g odslw) plol ) uiitune o8 ©jg0 1 9 (o3le 313l dlawsly & wid plol ol
plosl ]y spmbs ©Mas &5 (63,8 G LUl (658 5 Gl 4 bgipo colio 08 s
St O 5ilme (sl s a8l Loguad s glosle S ols dgd 4 cawl 03>

A5l Bly 5> ) iy B g col; Slge p e SIS U

595 Cliz 3 (6l o Y
(silome Lad L b yo (slasilgiSs (0 b w38 o)Ll 55 il o5 jobplen
5 o) e a5 it el g Lol d)ly il Wl 35 ngs anli
aB)S ylai )3 g oloml (998 slacundg g aulyd 4 drgi b cuslie (Boi> o,
Lt 55nlS g Linytar 45 sl 5V (gla b 6 pmles e 4] g9 L 235
B cleag sl oo e 38395 50l cou ]y ogas g (g0 5 sl ()8
5 el g Loy )l (Bludgis oS (g)5bo @y Cunl 03503 (il 395 Canuw ] (gl Mo
s9290 eld L o] Glibail g (lallon doye 4 (6599555 0l 399 1) (glito ol
oy el OMes 4 (9938l59) el g dagi Jids ailes S 1 Yol (39>

45, Miller, op. cit., 227.



ov e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

Sl 525 1y 6yt 55 abls Mo 9Kl (5595 bty b &S il ) o
azils Ll Cuonl )3 Slius pil o2 OMes 3950] dng b Liul38l lojad g Llodges
Gl 485515 a0y 9 4295 3j90 pmlio Cox 3)90 53 &S (Slegidge | (S cul
o gl slaidpss el OMes (ol b yg5 4 Jwgi 5 sl S 589 1S
by sl Joel (Salon Holli 358> 53 39290 3clgd 5 wanlio b o )obo
5935 oy b (6t Sl 31 18 & Ml G 555 26158 (6,5 U5
s ool olej 4 Jolloye gaw )3 Lad cpl (139150 plad 0 &Sl Jd> 40 K> S )b
Sy ool bles edgd Yaoare 29 oo Lad oyl 5l a8 (sl g0 odlaiwl 4y ax g5 b 9 3yl
5 Jodlom st 4 39yl 0jg> cnl 4 (3l ol jobate 4y (Malli slosnles Sl
0l 02513 ol 4y (s porditins (50858 355 )3l s i3 el LS ] pamlio (e
B9 (Aab aslgd Bubad Cublb )y o loyle llim o> 53 5lpSS I s
@B (e BB s gl (19SS S0 laul; Sl 05 cul 53 Jledline
03y9] S92 4y it o plol s M 33 1 95 4 Jugi g Sir 4 ©pdlie &S
Wb oo Red (slyp oyiwd LB &S ole slad cuale 4 dogi b &S me opl 4 Cunl
F eSS ol el as S e 158 (oole 0l LSl s o) 4 gyl oM
wegad 3 9l Colix (plwgn g8y 4 (pyp Epdge &5 O )13 dr i 3)50 Sl oo
Mes b g a3 pbsl |y EMas 1l 555 g &S canl 1 Sl Sloj (5wl Mo
sl a1y cded a4 bl culild wlasd by )0 33l 54l 5l a8 gl
5 el ogas amamme VAVE Jlo YY) ¥aolialad 13,5 o,L3) 55 Wd o jobplon
23530 aalisad s ) sl Mallopy (6yaS Goi> 5 395y 1 (s3]
Cloie 4 (Sir SRS Elin g ailep ) Jlac! 4y 455 popai 55 S Slhe li
doliabad I a5 (63L) 0905 U 33 5ol Colir i (plpls 29 29500 (A 5900

ol 3 Aol @lasly o YLl 5 dolilul (6,555L a5l sg3g b 7 canl oogos poce

M aiS wals 1y pn ol 4 (Sawey 0 e CenMo & bgye ot gjlwodlel

46. Jonathan A. Ophardt, “Cyber Warfare and the Crime of Aggression: The Need for
Individual Accountability on Tomorrow’s Battlefield,” Duke Law and Technology Review
3 (2010): 13.

47. Claus Kreb, Leonie von Holtzendorff, “The Kampala Compromise on the Crime of

4_



ATV Ve qulidp g [z G lelagly ale oA

gxo YYVY dslialad (gl uc,lie a S o) doliwlol ), S0 A odlo ¥ iy pio 4 o g5 b
adox jl (K (g Sl sbgy WS (o )5 JebS s )90 )3 L VAV JLu (segee
o 5l ol S 5 935 (it B 8 Jlo ol 22 ) pmls y55 4 Jugs
S5 oyl Al ol 00l )8 dngi D0 Wl o Jlalipn (o8> pre g (yyte Slegdge
py dolwll jy oA oslo ¥V sy pio b illas ondylo 330las &S cunl S5 & p3Y 5
Wolg aSl (gl Gleludl oSl Jg sl 030,55 lo (s e Gygo 4 5 Cowl Lied
o3l ;> zydke Blnl b b Wgd youndd Brude jobo &y (ol o B9 Cgudns jolod Coli>
T ansl ausly Salen S

S a potio 5,5 55 3 b o8 2,5 5 a2 3,50 1l 3 65 ) 03 (5w
Sygio do,las 13 (6ol Mol e ok Jlo jaudiio BY o3l LIB jd wilodis
RPN "aas Jbo yo sl glagMuw 3l odlail 4 8ag5 Cusgyie 3y50 53 o5
555 oo 58 odlatwl D90 dlas (gl a5 S g5 Ay (S gy gD 3> Jlos! &S
g osge i a4 e M lgie a4 Slolasl ] G 6ol Slolidl 590 45 andl sl
L as (Mes L Ll JBT &8 50 (gl 0on sy o o 0529 0l b il o
55 1y edgy Sl glacdluyj g ail LSy ipdyoe ©)ge i g
£y dobuolol ) A osle ¥ ais LB o g |y il atily o 0 Jb g Sl clali g i8S
5 0ol 4 (K038 Sl 2l 4 ne (s T g0 ogune o i e 4
S (6 gmel S leMbl Ly g Laa ol y asy oole cMos 51 31,8 a8 sLuil o 50 |y
i 45 (¢ polis EMan Liilon Ko i jrolcigss Jlosl olgie & Al o
638l s asS g s b b A e Lo 457 55 e HLis ] )0 |y s oS S
A\..)}a.zun SJ.;)‘J )|).9 49.‘4;40 O] ).3 6

oon e e Calr ey 1) mle mle melse & (Shee 3 cnlpl

Aggression,” Journal of International Criminal Justice (2010): 1217.

48. Otto Triffterer and Kai Ambos, The Rome Statute of the International Criminal Court: A
Commentary (C. H. BECK. Hart. Nomos Publications, 2016), 617.

49. Legality of the Threat of Use of Nuclear Weapons, Advisory Opinion of International
Court of Justice, 1996, para. 39.

50. Triffterer & Ambos, op.cit., 617.

51. Ibid, 355, 356.



04 e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

5 A Comogad Ly (uslo o8 2,00 ST a8 a job3 £5By slime 4 (St
oA Gy 1) 39l ol 3ios wliel So3 e 4 0L oy 5 (S elie
£339 4 jolos colis ygo o 4l Mg as (A Jlop o el cn s
alae 09 e ST (285 4y oo o aBly Jlgnl 5 glogl Sl p oo 38 & Sig o0
py doliwlwl Yo odle > zydie (ggize pais Sl 80GS ol cads > Hlxe oyl L
Loy e &5 S g5 il 35 oo > o b |y M) ot g B o 5" ]
AY‘ .o . 1

wauﬁ D9 l) Cuno yomo )9§A.o

Cawl ol 4 3905t «Mos [, Aiiled (63,8 Cdgbuns (6l SMas Dy50 43
P9 93 9 353 395 Ly cerleg Cunls S0 ST L (aleyd 5l (e oS
a2 STl )15 51 63b5 Cumal Iyl Mo 53 ol Culix 489 sl S8
Bl SuSS g (8 OleMbl g yulo SMas dy50 50 YU (glrod, jd (Jed pghune
SLET 5 caslal oly (gl ooy ypo Jolis Bpo ol (S0 Ll (s ey 5 ol 5 a2,
4 LB OMes a5650) o 8 lacubls laad s 4 bl 5 sl (g ymlo des S
a5 d py doliwlol j, o Aodle 4 dogi b dgng opl b cdiils Cuwyd g pusuo @)l
o g Bl e W59l (bl ol (sl ygiws joho Cusbge 3 A5 castd ) o0
Luwg a5 (g)lpl g ales 5l Sir leMbl a8 cans ¥ o)ls 58 pladl 4l 1 S50 yeb
BLST onimd g plie a5 w8 o coliS s paed ASb 4Ll 0,5 o ©jg0 dles ]
5 0ol 4 s )l Alos g ol g 39 Jlash Sigis 45 A5l il
M.J)b Ban D50 (sl

921953 Ygoso 5yl Mo )3 (sgime paie (8,5 a5 13 g (b)) o Byl ]
(san &5 WS (o Bho (63)l30 3 yidin £9d9e (nl Logad LSl pdi el (o) 4
95 3le s a0 35 bl ol b 5 (6505 ey S 4 ols s
Syle A e Johae g o b6 OMes &S closiinad Cdlge (gly o8l L]

Mo ] 3 cBlys 4565l g dledes B siSales Auab 350 555 ke ilse Sy

52. Miller, op. cit., 236.

53. Ibid, 239, 240.

54. Kai Ambos, “Individual Criminal Responsibility for Cyber Aggression,” Journal of
Conflict and Security Law, Oxford University Press 21 (2016): 503, 504.



ATV Ve qulidp g [z G lelagly ale "

9l Jos (939 )&_Nj el CBlos ol o cud LT slazals ly i Cusl
A ey Blae 395y pl o cumlo 2 51 3,lg0 49Kl 53 s e 5 4 2 s
S5l LBl 3935wl o (oB job 4 (gaire pais Jg 3 )l ol e
wlbad ol (Bods oy 4o zaly Sladly g Slaalee dlaxl ax ST coles 5o
e s 3lasl ol Sop lodl () duy ey las 4 Jg ol Joie (g pmlus
o=l pLably Wi ol gLas jogad ) (Bl 4 G Blge &5 ola)edS
Mo 4igSi] o g LS o0 050 godge (pl 4 dn Catin g Hlate 5l aS Wbl e e
d32g0 ooy g a3 en S |y (o adlhe g puuds 355 claciily 4 g )
JHallos s> 53 2250 Sl)sho b o 3Ll ccglaie; o 1 (g ymlis SMa> oy 52
o e llallinn (6 Gld cen Mo B )3 1l g8y 5 jobw ol 3)50 ) 4 AL 0
Olyyto 5 gyt L lay VAVY Jlw ay Jlo lojle og0s zoome YYNY dolislad
558 Jas g diiuwn Jhye3p (0oL wad jlaS 1) gpmle OMas (S 0id S
Mo dy90 30 > )51 0900 (AU Gl colis 1) Wil cdgy @ Cluasl LB suiS dlos
Sloj piles J>oly Iy 1> ol 4 lallo 6528 G 5 Jallioes Goios 42 bgaye
g albdue dlos £489 el 4 b yo calo j3 ax (gl CMas 3y50 50 oS 3oy dnles
jome (S8l Lo «Mos 459501 3)90 13 jolos culir 585 (Sl 5 595 4 g b
ol & (S 3590 3 4! Blas asl ausl Lad oyl Sluogas 8,5 L s |
a56350) g Lad 0] 0)8 4 pastieo Gluogad 4 4 b (g polw O LB jo jolow
255 )18 a5 )00 ol & (S 5 il 0958 (ogead 3 (£l Sl (o>
85 Ol 3 5ol Colix QB > SMes $950] (48 golae 50 5 Jle lgie 4
e b BLS bl b o 55 oo )3 ciglias st jd a5 SLad Mol oy
Py OMes 455801 slal pled ailgn b ansl awsly yolw bad Sluogasd g (s ole
Ol 93 el 4 0ol Coles p3 5 00> 518 oS g 455 350 ol Colix g5 1

55. Miller, op. cit., 240.
56. Charles J. Dunlap Jr, “Perspectives for Cyber Strategists on Law for Cyberwar,” Strategic
Studies Quarterly 5(1) Spring (2011): 83.



£ e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

ol 52300 39 Calir Capsi s (Mol 58S s> aelislsl ;) So A osle )
Cpmbge y3 45 pased buwgs 4595 os lpl b5l (gjlwoslel (g32,400 0 1,
o oo ol g 2l 8 ety S oallas b puobies ph] Lo colin b J S Jlosl
iy g oo guire At o jgito IS (a8 o yiuS 5 G il dlauls
S ool 551y ) as p jeS e wl)S el Jes 5K A ool ¥ ak dold] o S e
b 500 gy (ol Mzl b o)y Copoled ST ade grline (slang s 5l g
w0300 )3 a5 3)90 ddly 5Ll doie Jlo juide b 4 (5)503 09ud &
2 Gl (6,88 e cenMo g jols colis Chypad ()00 gy b Byl S
g pol dlio )3 o Cluogad 5 puls EMe> Ly b 05 Gyl 1 g o 4 (Sm,
Sl 358 (s ey Olgis 4yl (5Lad oS £abse cnl (18)S a3 )3 L ol e
dgoj cpl pd cdg &S Sloj U ccunlacdgy lo (Salon Ssis Clolidl 5 o g Ko
2,86 il g Mo g5l ply > (o jobo 4y o locdgd Ablis sy 33l
oS (Hlallopm el g o 4 0803 (0l b @ly wlle )3 plgiees (imen 9 anls
3 0SS bYs a lacded ¢ Jlodl oy paw 53 .l Cawd sl 0391 s 4 > (695,
2 Sl O 4y 20pka5 dyg0 50 odlee dlaxil &y Lled 095 wlw adlio dles
o> b g 1)) 5oy colin B 55 331 (658 Culguns alox I ol il sl
Mo 45950l 390 )3 (Halliys Bye o dbgype Clegdge (39 Bd> 4 4295 L
L Lol glbail o legoge ap (31 olai ) Jovoly oy nlple ol 48,5 IS5
e 4o aag L jolog colix g8 9 (5 ymbiw O 3)50 )3 Cunl 39250 O e
O Olaee JHo plejlw (ogae oo TYNY dolialad g ) doliaslul oidis S5k
At 5I0)55 52 (63L) Sl g g il 5l 4 (gpmbe SMen Sl pdm &S 390 (655 Aoms
2 odd ey bl 3 L cole )3 9 )5 Hlai 3 el ol plgie 4 lgiee )
ol actdl sl 4l 1) Lol & Sy cooMo Mallow (6585 s )y ool
Blo o (o> Aclgd el 3)90 y3 (> Joo plie )3 Wiy o Cunl lly 5 g99e
Soles 4 8y5 o Gl 3 1y slagy oI L Gillao 9 485 )i 5 1) 63 dg25e Lyl



ATV Ve qulidp g [z G lelagly ale Al

48 dged padl (6950 4 |y (o> d929e Oy pde lyie (Boi> bl 4 4251 S0
ol o Lacdgs a8 sl Jg 39y 55 (6 pmleo e glgil 51 (S0 ol ol coli
990 Lacdg 5,559, 390 0 (i (! LS A8l Cglate MalS Wilgs o iiS o Jos
sla Gy g s |y amlo OMas &S Jloj U Bl lacdgd o wisls el )
GBS 20> Sl 59l porie S g et & Sl bled 655 a5 53 553 Gl
ObSel 5 5955 095-8l59) Copiy dm dr g b (Jg il Al 5 (6 ymle Mo
iy il 595 izl (glodis] ) g gl @ an BT 05 5
o=y Ladl o oS (Beds glacundy b OMas 5550) iy 5l ) (6l )Mes
Il Gpgmo 3 (i a0 a5 4 55 pmle CMes g jolg colix 3j50 ) kel
5 25Y 21 &S syled odlazl Sl | o Mallim o)aS B> e ol €585
703 O)le @il anih 1) Las cpl b ke la5eleisS g (ol cMes b (S

235wl (taalioo 38 ml 45K0l 4 (S b ceslio 5 asluse Lyl



£y e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

oy aalivo A1

5ol 5550 o Jol Qb olel (oMl (pppen 5 (Mol (5457 Sl Bl i ]
IYVA o )5 g0l @yl59 ol L]

Sl (s 50t Sl dolicol iy 1) M0 55857 G 0 sto)d Lo e ot

e 105 T (085 Gl 2 gl Culis 4 (Sths o2 yie el (siiedgu
AYAY i oS Shhlial s Sim )b

S Sl des g ol o L s e 5 gl Ol (Mo (60857 e L pllg e
ARAY (i oLl 1)

APM ailsgls (Ko il o8 wit Ols Lol (5185 Gpis Sl desco o5 Bl i
AYM (JSin bl il z 05 sl o ol (535" o o Mo Sy e spmloglo
YA (Ko izl 1005 ) ol peS Mol s AN 8 c5 s

JPEWIN L3 [ ¥ bP g

Ambos, Kai. “Individual Criminal Responsibility for Cyber Aggression.” Journal of
Conflict and Security Law, Oxford University Press 21 (2016): 495-504.

Brenner, Susan, and W., Leo L. Clarke. “Civilians in Cyberwarfare: Conscripts.”
Vanderbilt Journal of Transnational Law 43: 1011 (2010): 1011-1076.

Clark, Roger S. The Crime of Aggression and the International Criminal Court, Edited
by José Doria Hans-Peter Gasser M. Cherif Bassiouni, The Legal Regime of the
International Criminal Court, Essays in Honor of Professor Igor Blishchenko, Martinus
NIJHOFF Publisher, 2009.

Coleman, Keven. “Russia’s Cyber Forces”. (Doctrine), Last Modified May 27, 2008.
Last Accessed October 10, 2016. http://defensetech.org/2008/05/27/russias-cyber-forces.
Cornish, Paul, and David Livingstone and Dave Clemente and Claire Yorke. “on Cyber
Warfare”. A Chatham House Report. p. 10. November 2010. Accessed May 12, 2016.
https://www.chathamhouse.org/sites/files/chathamhouse/public/Research/International%
20Security/r1110_cyberwarfare.pdf.

Dunlap Jr, Charles J. “Major General, USAF Retired, Perspectives for Cyber Strategists
on Law for Cyberwar.” Strategic Studies Quarterly 5(1) Spring (2011): 81-99.

Dycus, Stephen. “Congress’s Role in Cyber Warfare.” Journal of National Security Law
& Policy 4: 155 (2010): 155-171.

Evans, Malcolm D. International Law. 3 Ed. New York: Oxford University Press,
2010.

General Assembly’s Resolution, 3314 (XXIX), 1974.

Gillett, Matthew. “The Anatomy of an International Crime: Aggression at the
International Criminal Court.” International Criminal Law Review 13: 4 (2013): 829-
864.



ATV Ve qulidp g [z G lelagly ale Al

Glasius, Marlies. The International Criminal Court a global Civil Society Achievement.
New York: Routledge Taylor & Francis Group, 2006.

Hathaway, Oona A., and Rebecca Crootof and Philip Levitz and Haley Nix and Aileen
Nowlan and William Perdue and Julia Spiegel. “The Law of Cyber-Attack.” California
Law Review 100: 817 (2012): 817-886.

Heaton, Major J. Ricou. “Civilians at War: Reexamining the Status of Civilians
Accompanying the Armed Forces.” The Air Force Law Review 57 (2005): 157-195.

Heinegg, Wolff Heintschel Von. “Legal Implications of Territorial Sovereignty in
Cyberspace.” Paper Presented at the 4th International Conference on Cyber Conflict,
NATO CCD COE Publications, Tallinn, June 5, 8, 2012,
https://ccdcoe.org/sites/default/files/multimedia/pdf/1_1_von_Heinegg_Legallmplication
sOfTerritorialSovereigntyInCyberspace.pdf, Accessed October, 2016.

Kai Ambos, “The Crime of Aggression after Kampala.” German Year Book of
International Law 53 (2010): 463-510.

Kesan, Jay P., and Carol M. Hayes. “Mitigative Counterstriking: Self-Defense and
Deterrence in Cyberspace.” Harvard Journal of Law and Technology 25: 2 Spring
(2012): 415-529.

Knut Dormann. “Applicability of the Additional Protocols to Computer Network
Attacks”. Stockholm, International Expert Conference on Computer Network Attacks
and the Applicability of International Humanitarian Law, Published online by
International Committee of the Red Cross, Accessed September 11, 2016.
https://www.icrc.org/eng/assets/files/other/applicabilityofihltocna.pdf, (2004), 1-12.

Kreb, Claus, and Leonie Von Holtzendorff. “The Kampala Compromise on the Crime of
Aggression.” Journal of International Criminal Justice 8 (2010): 1179-1217.

Legality of the Threat of Use of Nuclear Weapons, Advisory Opinion of International
Court of Justice, 1996.

Lipson, Howard F. “Trading and Tracing Cyber-Attacks: Technical Challenges and
Global Policy Issues.” Special Report CMU/sei-2002-sr-009, Pittsburgh: Carnegie
Mellon Software Engineering Institute, November 2002.

May, Larry. Aggression and Crimes against Peace. New York: Cambridge University
Press, 2008.

Miller, Kevin L. “The Kampala Compromised and Cyberattacks: Can There be an
International Crime of Cyber-Aggression?.” Southern California Interdisciplinary Law
Journal 23: 2 (2014): 217-260.

Ophardt, Jonathan A. “Cyber Warfare and the Crime of Aggression: The Need for
Individual Accountability on Tomorrow’s Battlefield.” Duke Law and Technology
Review 3 (2010): 1-27.

Pank, Sophie Charlotte. “What is the Scope of Legal Self-Defense in International
Law?”, Jus Ad Bellum with a Special View to New Frontier for Self-Defense, Aarhus
Denmark, Juridik Institut, RETTID, Specialeafhandling 19, (2014). Accessed March 15,
2016. http://law.au.dk/fileadmin/Jura/dokumenter/forskning/rettid/Afh_2014/afh19-
2014.pdf. Rome: 1-43.

Rome Statute of the International Criminal Court, 1998, Accessed October, 2016.
https://www.icc-cpi.int/nr/rdonlyres/ea9aeff7-5752-4f84-be94-0a655eb30e16/0/rome_statute_english.pdf.
Sadat, Leila Nadya. “The International Criminal Court: Past, Present and Future.”
Washington University Global Studies Law Review 12(3) (2013): 403-410.

Schiff, Benjamin N. Building the International Criminal Court. New York: Cambridge
University Press, 2008.

Schmitt, Michael N. Cyber Operations in International Law: The Use of Force,



£0 e $ S Olepd CumMo cw) 0 g 9los ol alie 4 (6 jule alo

Collective Security, Self Defence, and Armed Conflicts, Proceedings of a Workshop on
Deterring Cyber Attacks: Informing Strategies and Developing Options for U.S. Policy.
Washington: National Academic Press, 2010.

Schuster, Matthias. “The Rome Statute and the Crime of Aggression: A Gordian Knot in
Search of a Sword.” Criminal Law Forum 14: 1-57 (2003): 1-57.

Sean D. Murphy, The Crime of Aggression at the ICC, Oxford Handbook of the Use of
Force in International Law. Marc Weller, Ed. New York: Oxford University Press, 2015.

Stahn, Carsten, and Goéran Sluiter. The Emerging Practice of the International Criminal
Court, Legal Aspects of International Organization. Vol. 48. Leiden: Martinus Nijhoff
Publisher, 2009.

Swanson, Lesley. “The Era of Cyber Warfare: Applying International Humanitarian Law
to the 2008 Russian-Georgian Cyber Conflict.” Loyola of Los Angeles International and
Comparative Law Review 32: 303 (2010): 303-333.

Triffterer, Otto, and Kai Ambos. The Rome Statute of the International Criminal Court:
A Commentary, C. H. BECK. Hart. Nomos Publications, 2016.



4 SDIL Journal of Criminal Law & Criminology V (2017-2)

Cyber-Attacks as the Crime of
Aggression and examining the Jurisdiction of
International Criminal Court in its Investigations

Dr. Parastou Esmailzadeh Molabashi
Ph.D. in International Law, Islamic Azad University of Najafabad and University Lecturer,
Email: parastou.esmailzadeh@yahoo.com

The crime of aggression is one of the crimes that international criminal court can
deal with. There is not a decisive definition about the meaning of the crime of
aggression at the time of the ratification of the Rome Statute. There was an
agreement between the state parties to define the crime of aggression at the time of
reviewing the statute in the future. Consequently, the Crime of Aggression was
being defined in 2010 under Article 8bis of the International Criminal Court Statute.
Although the definition of the crime of aggression does not refer to cyber-attacks,
but it seems that some kinds of these attacks according to the Rome Statute and the
General Assembly Resolution 3314 of 1974, can be considered as the crime of
aggression. In order to assess the cyber-attacks in the context of crime of aggression,
these attacks must reach the threshold of the crime of aggression, that is to say, the
most serious breach of international law regulations. For committing the crime of
aggression, the perpetrators of cyber-attacks need to be aware of the circumstances
that lead to the clear violation of International Law which is usually something
difficult to be proven. Although some cyber-attacks can be counted as the crime of
aggression, it seems that since that cyber space has its own characteristics, the best
way to deal with these kinds of attacks is an agreement between states and also
allocating the judges in ICC who are specialized in the field of cyberspace.

Keywords: Cyber-Attacks, Cybercrime, The Crime of Aggression, International
Criminal Court, Responsibility.
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